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Bloom Filter

m Probabilistic set membership
data structure
m Aset Kof n=|K| elements
k hash functions
> false positive rate of 27
m Bit array of size m bits
> m=nk/In(2)
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Bloom Filter

m Probabilistic set membership
data structure
m Aset Kof n=|K| elements
k hash functions
> false positive rate of 27
m Bit array of size m bits
> m=nk/In(2)

m Insert:
> (Compute k positions

> Set all positions to 1

m Lookup:
> Compute k positions
> All positions 1 = contained
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Bloom Filter

Advantages:

m Simple
m Adjustable FPR

(number of hash functions)
m Online insertion

Disadvantages:

m High overhead (=1.44)
m Slow
>k cache misses
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Blocked Bloom Filter

m Split the bit array into
B blocks of size M

m Mis typically a cache line
(512 bits)

m 1 additional hash function
to pick a block

Insert:

>
>
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Compute 1 block
Compute k positions
inside a block

Set all positions to 1



Blocked Bloom Filter

m Split the bit array into
B blocks of size M

m Mis typically a cache line
(512 bits)

m 1 additional hash function
to pick a block

Insert key X

h(x)

M blocks

Insert:

> Compute 1 block

> Compute k positions
inside a block

> Set all positions to 1

M blocks

512 bits
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Blocked Bloom Filter

Advantages: Disadvantages:
m One cache miss m  One additional hash function
m Faster than the to select a block
normal Bloom filter m Blocks are not filled evenly.

> Some blocks are more filled,
some are less
> Higher FPR
m Increase size to counter
increased FPR



Blocked Bloom Filter

Advantages: Disadvantages:
m One cache miss m  One additional hash function
Faster than the to select a block
normal Bloom filter m Blocks are not filled evenly.

> Some blocks are more filled,
some are less
> Higher FPR
m Increase size to counter
increased FPR

m Goal:
> Reduce FPR and
keep filter size
> Reduce overhead and
keep FPR
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%

Hash fufnction Insert 8 Update hash value Final bit addresses
—[512 =
| 1 [ ] | f1(8)=316 O 316511 F= {316}
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%

Hash fufnction Insert 8 Update hash value Final bit addresses
—[512 =
| 1 [ ] | f1(8)=316 O 316511 F= {316}
f, »[511] f,(8)=27 +0 +1

[ ] ——— eeeeemmmmm —>F={27,316}
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%

Hash fufT(l:EE)San] fIr(Izsg?;t3816 Update hash value Final bit addresses
| ) = # — >F={316}

f, S[511] £,(8)=27 312
[ ] ——— —>F={27,316}

f3 —=[510] f3(8)=224 +1027 +1 +2

| ] ——— Ieeeeesmsm ——>F={27,225,316}
224
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%

Hash fuf??iif)snn] fIr(1253§;t3816 Update hash value Final bit addresses
| ) = # — >F={316}
f, S[511] £,(8)=27 312
| e 127 —F={27,316}
l G ol510]  fa(8)=224 0 e F={27,225316)
f4,—[509] f,(8)=316 +0+1 T22_|4_12 +3

n —2 — "> W —>F={27,225,316,319}
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Random vs. Distinct hash positions

m  One or multiple hash functions can point to the same bit positions
m We only get k' < k different positions
m Reduces the FPR to 2°%

Hash fufnction Insert 8 Update hash value Final bit addresses
—[512 =
| 1 —[512]  f1(8)=316 F={316)
f 511 316
| 22511 y J(8)=27 e —— - F={(27,316)
27
f 510 = + +1 +
[ el : I f3(8)—22ﬂ 0T22_2 —>F={27,225,316}
4
f,—[509 - +0+1 +2 +3
2l509] | fa(8)=316 m—— —-F={27,225,316,319)
fs —[508] f5(8) 507 +0+1 +2 +3 +4

[ — —>F={27,225,316,319,511
16



Blocked Bloom filters with choices

m Instead of computing one block, m Keep local FPR low
we can choose one block out of in each block
¢ possible blocks. > Pick the block

with the lower FPR

m Always check c¢ blocks.

> Increases FPR
(local FPR of each block)
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Blocked Bloom filters with choices

m Instead of computing one block, m Keep local FPR low
we can choose one block out of in each block
¢ possible blocks. > Pick the block

with the lower FPR

m Always check c¢ blocks.
B Blocked Bloom Filter with Choices
Insert key x > |Increases FPR

m (local FPR of each block)
h, (x) h,(x)

I — e | [ |
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Blocked Bloom filters with choices

m Instead of computing one block, m Keep local FPR low
we can choose one block out of in each block
¢ possible blocks. > Pick the block

with the lower FPR

m Always check c¢ blocks.

> Increases FPR
(local FPR of each block)

B Blocked Bloom Filter with Choices
Insert key x

h, (x) hg(x)

fio(x) f,(x) f,(x) fqa(x) \£f10(x)

512 bits cost(x) = 8 512 bits cost(x) =5
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Blocked Bloom filters with choices

m Instead of computing one block,

we can choose one block out of 260 \ ook
C. % 240
O
5
C 220
m Keep local FPR low s T
. cholce
in each block ﬁ 200 —»— 2 choices
> Pick the block with the lower g 180 —— 3 choices
FPR —«— 4 choices
m Always check c blocks. 160 5 10 15 20 25 30
> Increases FPR (local FPR of k

each block)
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Cost functions

The cost functions are based on two
parameters:

m j number of set bits
after insertion

m a number of new set bits
after insertion

Goal:

m Reduce local FPR in blocks
m Reuse bits if possible
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Cost functions

The cost functions are based on two
parameters:

m j number of set bits
after insertion

m a number of new set bits
after insertion

Goal:

m Reduce local FPR in blocks
m Reuse bits if possible

m k=10

2'k=21%0.0009765625

k=10

random

distinct

choices

set bits

()

new bits

(a)

set bits

()

new bits

(a)

0,001634

0,008066

0,001587

0,008201

0,001957

0,034652

0,001893

0,035655
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Cost functions

The cost functions are based on two
parameters:

m j number of set bits
after insertion

m a number of new set bits
after insertion

Goal:

m Reduce local FPR in blocks
m Reuse bits if possible

Three different cost functions:

m Mixed cost function
m Lookahead cost function
m Exponential cost function

23



Mixed Cost function

m Keep number of set bits
in a block low
m Reuse bits if possible
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Mixed Cost function

m Keep number of set bits
in a block low
m Reuse bits if possible

m cost (j, a) = ok - (j256)  + a

25



Mixed Cost function

Keep number of set bits
in a block low

Reuse bits if possible

m cost (j, a) = ok - (j256)  + a

100 150 200
Number of set bits after insert (j)

250
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Mixed Cost function

m Keep number of set bits m cost (j, a) = ok - (j256)  + a
in a block low

m Reuse bits if possible

k=4

-3.4 —
o e -6.6
& -36 v
§ —— random  —— Bloom —6.8
3 —3.8  -«-. distinct —— 2 choices '

—— 3 choices
-4.0 -7.0 -10.0
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k=14

Log, FPR
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parameter o parameter o parameter o



Lookahead Cost function

m Still a lot of overfull blocks
m Penalize already less full blocks
stronger

COStLAH (j, a) := cost* (j + uk, a)
= k- ((j + puk)/256) + a
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Lookahead Cost function

m Still a lot of overfull blocks
m Penalize already less full blocks
stronger

costLAu (j, a) := cost* (j + uk, a)
= k- ((j + puk)/256) + a

o
o
[FN
& —3.8 —¢ random —— Bloom
3 ---- distinct —— 2 choices
—— 3 choices
—-4.0 -7.0
—-13.25 -16.0
g -13.50
[F
~ -16.5
o
9 —-13.75
—-14.00 -17.0 -20.0
2 4 6 8 10 4 6 8 10 2 4 6 8 10
parameter u parameter u parameter u
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Exponential Cost function

m Reduce the risk of overfilling a
bucket further

costEXF’}8 (j, a) := BV128) + a/k
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Exponential Cost function

m Reduce the risk of overfilling a COStEXPB (j, a) := BV128) + a/k
bucket further

3.5

3.0

NN

o 2.5

N\

2.0

AN

A
AN

1.5

W

1.0

o

50 100 150 200 250
Number of set bits after insert (j)



Exponential Cost function

m Reduce the risk of overfilling a COStEXPB (j, a) := BV128) + a/k
bucket further

k=4
P e e S e S S e SR Sk
-3.6
E B = — T o ===
[N
§1 —3.8 —¢ random —— Bloom
- ---- distinct —— 2 choices
—— 3 choices
-4.0

1.6 1.8 2.0 2.2 2.4
k=14

Log, FPR

1.6 1.8 2.0 2.2 2.4 1.6 1.8 2.0 2.2 2.4 1.6 1.8 2.0 2.2 2.4
parameter B parameter 8 parameter B



Linear Cost function

m Perhaps a linear function
works best?

LINEAR (;  — :
cost U,a)=mj+a
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Linear Cost function

m Perhaps a linear function cost"NFAR (j a):=mj+a
works best?
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Linear Cost function

m Perhaps a linear function cost"NFAR (j a):=mj+a
works best?
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Overhead (Exp. Cost function)

Log, FPR
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Running times (Exp. Cost function)

throughput
[million keys/second]

throughput
[million keys/second]
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A) insertion
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100
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threads
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threads
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100

(C) unsuccessful lookup

10

threads
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Summary

Blocked Bloom filters with choices:

m Same space overhead as
normal Bloom filters

m Better FPR than
Blocked Bloom filters.

m Better FPR than normal Bloom
filters using exponential cost
function.
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